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About This Talk

How to use RE / physical inspection to generate trust?

Reverse

Engineering

The Bad The Good

› IP infringement

› Malicious modification (HTs)

› Benchmarking

› Physical Verification

This talk
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Trust & Security Threats Along the Distributed Value Chain

Security threats due to outsourcing of design and fabrication to third parties:

1. Hardware Trojans: Insertion of malicious modifications

2. IP stealing: Extraction of intellectual property

3. IC counterfeiting: cloning, recycling, overproduction, etc.

2 3

1

Design phase Fabrication phase Market

RTL Layout Photo masks Wafer Product

2

2 3

3

1 1 1



7Copyright © Infineon Technologies AG 2023. All rights reserved.2023-01-24

Counterfeit Landscape

D. Forte, R.S. Chakraborty: Counterfeit Integrated Circuits: Threats, Detection, and Avoidance; Tutorial CHES2018
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https://ches.iacr.org/2018/slides/ches2018-tutorial1-slides.pdf
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Visual Abstract of Our Approach

Tech_A21_180;

No counterfeit
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Front-end Features

› Example: BEOL› List of characteristic features
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Technical Implementation
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Example Images
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Counterfeit Experiment

› Approach is robust to measurement errors

› Forged device was confidently detected
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What Is Missing?

› Costumer › Foundries

› IDMs

› Trusted third-party

› Prover meets requirements of Verifier and IP Owner
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Motivation

› Assumed Threat Model

› Verification and Validation (V&V) Framework

› Reverse Engineering Process Assessment

1
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Physical Layout Post-Processing

Design data 
DfM +

dummy fills + 
OPC

Wafer 
exposure +

Etching 
parameters

Mask design phase Front-end

Dummy Fills Discrepancy

Layout Synthesis

DfM
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Reverse Engineering Process “Error Function“
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Pre-Requisite: Scoring Figures 

Design Polygons (D)

RE Polygons (R)

TP

TP

TP

FN

FP

Legend:

› Example Polygon Set
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Physical Verification: Layout Data
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Physical Verification: Results

› Only statistically evaluated

via polygon features

› Normal mode without user 

input

› Technology-specific DfM 

measures considered

› Larger area for RE 

polygons allowed

Equal Scanner Settings: Scanner type: Raith CS150 Two; Detector: ET-SE; Field of view: 16.0µm; Pixel Size: 4.0nm; 

Pixel dwell time: 6.0µs; Image resolution: 16Mpx (4000 x 4000); Bit depth: 8 Bit; Grid: 12 x 12
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2D Mosaic Aberrations

Deviation [nm]

M1 Avg. 19

M1 max. 56

M2 Avg. 13

M2 max. 65

M3 Avg. 8

M3 max. 18

› Minimum dimensions on 

M1 and M2 are 70 nm

› Consequence: 3D 

Alignment not possible
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Scan Time Evaluation

› k: Factor of processing overhead

› Diex: Die-length in x-direction [m]

› Diey: Die-length in y-direction [m]

› Res: Resolution per pixel [m/px]

› tdwell: Dwell time per pixel [s/px2]

Diex

D
ie

y
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FoM Comparison

F1-Score Precision Recall IoU Measured Time

CS150 Two (tdwell: 6 µs) 97.59% 96.63% 98.57% 6.08% 03h 46min 11s

eSCAN 2018 (tdwell: 30 ns) 98.10% 97.61% 98.59% 6.46% 00h 10min 12s

eSCAN 2018 (tdwell: 500 ns) 99.04% 98.84% 99.24% 5.49% 00h 28min 25s

CS150 Two

tdwell: 6 µs

eSCAN 2018

tdwell: 500 ns

eSCAN 2018

tdwell: 30 ns
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Conclusion

Sample preparation and distortion-free mosaicking 

still major bottle-necks especially for larger areas 

and advanced technology nodes.

Full V&V workflow to handle DfM, manufacturing, 

and RE process variations.

Counterfeit detection possible through evaluation of 

technological device features.
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