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About This Talk &—/

The Bad The Good
Reverse
Engineering
» IP infringement > Benchmarking
» Malicious modification (HTSs) » Physical Verification

This talk

‘ How to use RE / physical inspection to generate trust?
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Trust & Security Threats Along the Distributed Value Chain

Design phase @@ Fabrication phase @ @

architecture Behavioral of CounterZ VHDL is
signal temgp: std logic_wactor(l te o);
begin process (Clock,Reset)
begin

. e N J b
T — : o h—

o = " " N

temp €= 000 = —

elsif(rislng_edge(c;oci}) then
if Clock_en G='0" then
if Lemg '

temp €= tTenp +
end if;
end if;
end if;
end process;
Cutput <= tenp;

RTL Photo masks

@

Security threats due to outsourcing of design and fabrication to third parties:
1. Hardware Trojans: Insertion of malicious modifications
2. |IP stealing: Extraction of intellectual property
3. IC counterfeiting: cloning, recycling, overproduction, etc.
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Counterfeit Landscape @
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Type of Counterfeit

D. Forte, R.S. Chakraborty: Counterfeit Integrated Circuits: Threats, Detection, and Avoidance; Tutorial CHES2018

Keys:

N/A

Good

Needs
Improvement

Unexplored or
Inadequate
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https://ches.iacr.org/2018/slides/ches2018-tutorial1-slides.pdf
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Visual Abstract of Our Approach &—/

V1=4967 ym
10x

200 nm EHT =10.00 kv Signal A = InLens Date :22 Feb 2021 f
H WD=36mm Mag= 1852KX StageatT=-03° FA-R/KH. <i“ neon
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Front-end Features &—/

» List of characteristic features » Example: BEOL

Stage  Feature Property

7

Polysilicony [Pitch, Thickness, Width]n
FEOL X Shallow Iso Type, Thickness
Deep Trench  Type, Depth, Width

*  Contact Pitch, Thickness, Width
BEOL ¢ Metaln [Pitch, Thickness]n
VIAN [Pitch, Thickness, Width]n
| Type {Copper, Alu/Tungsten} 1il 118 l 111 g sENRE il
Substrate {e.g. Bulk-Si, SOIL, GaN}
General{ Misc. e.g. Passivation, Die Thickness | ] ERNE l 3 ' F l I I ' 'r' BN ! ' ' '
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Technical Implementation

(infineon

Image

Segmentation

h

Data

Interpretation Y X

Counterfeit

h

U ——
mim ! A\
WL == | 4 A
——_ 77 /

~-

1
2
3
4
5:
6
7
8

. function FCHECKFORCOUNTERFEIT(Images, Meta, I)
for all Images do

Suf ficientQuality <+ FImageQuality
if Suf ficientQuality == T RUE then
T, «+ F Measurement(Image;, Meta;)
T! «+ F Registration(Image;, Meta;)
end if

end for

0: M + FMerging(T")
10: IsCounter feit «+ FProof(M,I)
11: Return IsCounter feit
12: end function
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Example Images L/
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Fig. 9: Four example SEM cross-section images of semicondcutor devices and their segmented counterparts. They correspond
to ID 2, 3, 4, and 6 from table [IV|and depict a comparable zoom level.
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Counterfeit Experiment
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Pitch, Thickness, Thickness [nm]; Pitch, Thickness, Width [nm]; .
D CF | Images  w:iqh [nm]: Contact M1: M2; M3: M4: M5: M6; M7 V1: V2: V3: V4. V5: V6 Distance (F)  Is CF?
o {470, 807, 308; n.a., 861, 484;
1| x 30 430, 877, 182 604: 506 506; 874; 879 Na 395 ma) 0.10 X
o {495, 1061, 245; n.a., 2404, 571;
2l x | 27 491,938, 244 646; 708: 1385; 1395; 3325 1957 2307, 822 na. 2303, 571} | 004 X
e {503, 1068, 194: n.a., 2455, 777:
3 x 19 459,812, 194 645: 757: 1553; 1456 3650 S 2375 17T na 2423, 1096 | 016 X
o {495, 762, 232; 523, 777, 214:
all v | 53 477,899, 214 613; 664: 813; 1108 319 938, 232} 1.18 v
X |25 488,865, 207 669: 687: 3271 {494, 633, 208; 2162, 1773, 1229} 0.08 X
{506, 986, 255; n.a., 1064, n.a.;
61 x 31 505, 890, 219 675; 2216: 723; 1468; 1426; 3298 n.a., 2638, 851; n.a., 936, 2426. 0.26 X
n.a., 2447, n.a.}
{493, 994, 195; 502, 629, 129;
70 x| 28 424,758, 157 641: 715: 777; 1296; 1259; 8740; 3037 613, 1901, 301, 3168, 2074, 667; | 0.21 X
2901, 1815, 815; 2901, 1889, 667}

» Approach is robust to measurement errors
» Forged device was confidently detected
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What Is Missing?

» Trusted third-party
» Prover meets requirements of Verifier and IP Owner

»y Costumer Verifier Prover IP Owner
I I: IP
—
S: Sample S
) |
b P := F(1,S)
v VXK
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Copyright © Infineon Technologies AG 2023. All rights reserved.

(infineon

» Foundries
» IDMs



Motivation @

» Assumed Threat Model
Tools & 3PIP @ Trusted
' = @ Untrusted
RTL = Netlist » Layout
Specification »  Design - Test *» Packaging
llllllll” ',l‘,'."“"l”
] [ =
(a) (b)
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» Verification and Validation (V&V) Framework

> Reverse Engineering Process Assessment
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Physical Layout Post-Processing

e A

| DV + X Wafer

’ . . '\l exposure +
Layout Synthesis ‘ Design data . dummy fills + . | Igtching

| OPC i

' 1|  parameters |

i\ /|
Mask design phase Front-end

DfM Dummy Fills Discrepancy
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Reverse Engineering Process “Error Function®

Scanner
Distortions

Segmentation
Errors

i
L

reparati Stitchi
“Aitacts | Distortons
! ! ! !

C —» 4 ——» 4+ ————» 4 —— 4 — RE Layout
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Pre-Requisite: Scoring Figures &—/

» Example Polygon Set

. .. TP
Precision: P =
TP + FP
TP
Recall: R =
TP + FN
P-R
Fy S - By =2
1 OCOT1C 1 D I R
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Physical Verification: Layout Data

LA AL L LU, EE ; S
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(b) GDSII excerpt of Metal 2 (c) GDSII excerpt of Metal 3

Figure 5: Physical layout of the evaluated test sample.

M3 178.2 nm

447.3 nm

204 7 nm
2454 nm

4317 nm

(a) Mosaic of Metal 1 (b) Mosaic of Metal 2 (c) Mosaic of Metal 3
Figure 7: Scanned layers of the 40 nm test sample. The grid indicates the individual SEM scans.
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Physical Verification: Results

Equal Scanner Settings: Scanner type: Raith CS150 Two; Detector: ET-SE; Field of view: 16.0um; Pixel Size: 4.0nm;
Pixel dwell time: 6.0us; Image resolution: 16Mpx (4000 x 4000); Bit depth: 8 Bit; Grid: 12 x 12

(infineon

Scanner Settings

Image Processing

Layer Acc. Volt.  Focus Stitching Method  Pre-Processing Segmentation Method Post-Processing
NCC (local), Median Filter (1x), Edge Detection, gradient  Vertex simplification,
Metal 1 3.5kV. - 4.96mm  \iy b o6pal) Kernel: 5x 5 oriented flood-fill Deletion (<70 Px2)
NCC (local), Median Filter (7 x), : Vertex simplification,
Metal 2. 7.0kV 4.95mm B (olobal) Kernel: 5x 5 Thresholding Deletion (<100 Px2)
NCC (local), Median Filter (3x), Edge Detection, gradient  Vertex simplification,
Metal 3 7.0kV 5.00mm gy Mg olobal)  Kernel: 5x 5 oriented flood-fill Deletion (<100 Px2)
1
: @?%@g@??f
Without DfM With DM No. of polygons ;"j s T"‘" u u
Layer F1 Score(%)  Precision(%) Recall(%)| F1 Score(%) Precision(%) Recall(%) GDS RE 0.97 ':;.f H ;d;; '.. f’:..
" Metal 1 92.54 89.55 9573 | 9570(+3.18) 92.63(+3.08) 99.03(+3.30) | 30,386  32.486 > 2y - ‘?’
Metal 2 95.00 95.13 9487 | 97.92(+2.92) 98.05(+2.92) 97.79(+2.92) | 46429 46302 0.8 oSy
Metal 3 97.16 97.15 97.18 | 99.66(+2.50) 99.64(+2.49) 99.67(+2.49) | 44,680 44,693 X
Only statistically evaluated | » Technology-specific DfM 0.7r ° .
via polygon features measures considered ‘ ‘ ‘
Normal mode without user | > Larger area for RE Y b Y b T Y Yy Y Y
input polygons allowed SR %S TR %Y R %
Ot?// & OC?// Q Ot?// &)
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2D Mosaic Aberrations &—/

1 04 o o
M M1 Avg. 19
18 B 31|| I i T v \r'.l \ \ N o o —=M2|-
T T S NG R e M1 max. 56
14 - .'F ::I :{f ;.f"’ .#I | \ - _
y } Va P I A M2 Avg. 13
12r ¥ . ._ I T U R i M2 65
AV A max.
0/ o e A s - M3 Avg. 8
Eq 2 2 A A4 ) T 1l 3 ] M3 max. 18
-7 e V4 7 } g ." 4 7 + . . .
> ol / s | p | > Minimum dimensions on
7 /4 7 70 A s LA M1 and M2 are 70 nm
4 7 /4 A A4 1A A A r NS N » Consequence: 3D
/A2 RV R A T Y R N S S Alignment not possible
27 /B D A R SRR RN S R I
_2 | | | | | | | ' Ir 4 f
2 0 2 4 6 8 10 12 14 16 18
X [nm] x10*
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Scan Time Evaluation

Res?

TTotal = k- . td'well

k: Factor of processing overhead
Die,: Die-length in x-direction [m]
Die,: Die-length in y-direction [m]
Res: Resolution per pixel [m/px]
tyen: DWell time per pixel [s/px?]

fa1g

VWV WV WV WV

A
v
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FoM Comparison p

CS150 Two (ty,.; 6 KS) 97.59% 96.63% 98.57% 6.08% 03h 46min 11s
eSCAN 2018 (ty,: 30 NS) 98.10% 97.61% 98.59% 6.46% 00h 10min 12s
eSCAN 2018 (ty,: 500 ns) 99.04% 98.84% 99.24% 5.49% 00h 28min 25s
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Conclusion &—/

T 2

Full V&V workflow to handle DfM, manufacturing,
and RE process variations.

TN A
Sample preparation and distortion-free mosaicking

still major bottle-necks especially for larger areas
and advanced technology nodes.
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