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HARDWARE REVERSE ENGINEERING
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NETLIST

How you might think it looks like...
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NETLIST

How it really looks like...
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SOFTWARE REVERSE ENGINEERING

Software RE has a very active community
throughout industry and academia

* Popular tools: GHIDRA and IDA Pro
« Advanced frameworks for binary analysis

* Modularity through plugins

* Open-source software (GHIDRA) available

The situation for Hardware RE is different ...
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; Attributes: bp-based

main proc near

var_68= dword ptr -68h
startupInfo= _STARTUPINA
push  ebp

im0y ebp, esp

lsub esp, 64h

push  ebx

call  some_inif_func
[call GetCommandLineA
mou ebx, eax

fadd esp, OFFFFFFF4h
lea eax, [ebp+StartupInfo]
push  eax

[call GetStartupInfoh
ladd esp, Och

ltest  ebx, ebx

jz short loc_4O3FFB

ically; Ctr, lt, Shift for more options
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.2023 09:49:22] [gui] [info] saving a backup in case something goes wrong...
.2023 09:49:22] [netlist_persistent] [info] serialized netlist in 8.80 seconds
.2023 09:50:22] [gui] [info] saving a backup in case something goes wrong...
.2023 09:50:22] [netlist_persistent] [info] serialized netlist in 8.80 seconds
.2823 89:51:22] [gui] [info] saving a backup in case something goes wrong...
.2023 09:51:22] [netlist_persistent] [info] serialized netlist in 8.80 seconds
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HAL — THE HARDWARE ANALYZER

File Edit Macro Plugins Help
L)
Modules | Q Graph-Views Detach | Python Editor |
top_module 1
FSM
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KEY_BUF
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ROUND_FUNCTION

by e Graphical Netlist Representation:

@ ROUND_REG

Modules
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Views

Groupings

Shows gates, modules, and
s+ DS L WA : their interconnections

View Name Timestamp

Multiple views allow in-depth
analysis of sub-circuits
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Nane : = ; = .01.2023 09:45:22] [netlist_persistent] [info] serialized netlist in 8.8@ seconds
4 ROUND_FUNCTION ) .01.2023 09:46:21] [python] [info] <Execute Python Editor content>
2 = .2023 gui] [info] saving a backup in case something goes wrong...
.2023 netlist_persistent] [info] serialized netlist in 0.8 seconds
.2023 netlist_persistent] [info] serialized netlist in 8.0 seconds
.2023 09:47: gui] [info] saving a backup in case something goes wrong...
.2023 netlist_persistent] [info] serialized netlist in 8.08 seconds
.2023 gui] [info] saving a backup in case something goes wrong...
.2023 09:48: netlist_persistent] [info] serialized netlist in 8.80 seconds
.2023 gui] [info] saving a backup in case something goes wrong...
.2023 netlist_persistent] [info] serialized netlist in 0.8 seconds
.2023 89:50: gui] [info] saving a backup in case something goes wrong...
.2023 09:50: netlist_persistent] [info] serialized netlist in 8.88 seconds
.2023 gui] [info] saving a backup in case something goes urong...
.2023 09:51: netlist_persistent] [info] serialized netlist in 8.0 seconds
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HAL — THE HARDWARE ANALYZER
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File Edit Macro Plugins Help MOdUIes.
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Modules | Q 5 Detach Python Editor |

Collections of functionally

COUNTER

o related gates

OUTPUT_BUF
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o o Re-introduce hierarchy to
netlist using manual and
automated approaches
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.2023 89:45:22] [netlist_persistent] [info] serialized netlist in 8.88 seconds
.2623 09:46:21] [python] [info] <Execute Python Editor content>

.2023 gui] [info] saving a backup in case something goes wrong...
.2023 netlist_persistent] [info] serialized netlist in 0.8 seconds
.2023 netlist_persistent] [info] serialized netlist in 8.0 seconds
.2023 09:47: gui] [info] saving a backup in case something goes wrong...
.2023 netlist_persistent] [info] serialized netlist in 8.08 seconds
.2023 gui] [info] saving a backup in case something goes wrong...
.2023 09:48: netlist_persistent] [info] serialized netlist in 8.80 seconds
.2023 gui] [info] saving a backup in case something goes wrong...
.2023 netlist_persistent] [info] serialized netlist in 0.8 seconds
.2023 89:50: gui] [info] saving a backup in case something goes wrong...
.2023 09:50: netlist_persistent] [info] serialized netlist in 8.88 seconds
.2023 gui] [info] saving a backup in case something goes urong...
.2023 09:51: netlist_persistent] [info] serialized netlist in 8.0 seconds
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HAL — THE HARDWARE ANALYZER

File Edit Macro Plugins Help
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Shows details on
current selection

Slstion bt 115 Name, type, pins,

Name

eioun oy O . 8 Boolean functions, ...

09:47:22] [netlist_persistent] [1nfo] serialized netlist in .00 seconds
8 2] [gui] [info] saving a backup in case something goes wrong...
09:48:22] [netlist_persistent] [info] serialized netlist in 0.08 seconds
8 2] [gui] [info] saving a backup in case something goes wrong...
2] [netlist_persistent] [info] serialized netlist in .00 seconds
8 2] [gui] [info] saving a backup in case something goes wrong...
09:50:22] [netlist_persistent] [info] serialized netlist in 0.0 seconds
2] [gui] [info] saving a backup in case something goes wrong...
:22] [netlist_persistent] [info] serialized netlist in 8.0 seconds
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File Edit Macro Plugins Help
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Python Scripting:

s B2 E O : * Powerful Python API to

View Name Timestamp

e interact with the netlist

Allows prototyping of

detection algorithms

quick experiments
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File Edit Macro Plugins Help
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Modules | Q > Graph-Vieus Detach Python Editor |
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Netlist Simulation:

Integrated waveform viewer
LAYV with deep integration into bsorstiowr |
the graph view

More on this in the next talk

Selection De o . Q all Debug Info Varning  Error Mute all  Show all
Nane : = ; = .01.2023 09:45:22] [netlist_persistent] [info] serialized netlist in 8.8@ seconds
4 ROUND_FUNCTION ) .01.2023 09:46:21] [python] [info] <Execute Python Editor content>
2 = .2023 gui] [info] saving a backup in case something goes wrong...
.2023 netlist_persistent] [info] serialized netlist in 0.8 seconds
.2023 netlist_persistent] [info] serialized netlist in 8.0 seconds
.2023 09:47: gui] [info] saving a backup in case something goes wrong...
.2023 netlist_persistent] [info] serialized netlist in 8.08 seconds
.2023 gui] [info] saving a backup in case something goes wrong...
.2023 09:48: netlist_persistent] [info] serialized netlist in 8.80 seconds
.2023 gui] [info] saving a backup in case something goes wrong...
.2023 netlist_persistent] [info] serialized netlist in 0.8 seconds
.2023 89:50: gui] [info] saving a backup in case something goes wrong...
.2023 09:50: netlist_persistent] [info] serialized netlist in 8.88 seconds
.2023 gui] [info] saving a backup in case something goes urong...
.2023 09:51: netlist_persistent] [info] serialized netlist in 8.0 seconds
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UNDER THE HooD — CORE

Provides Functionalities for Recurring Tasks

Creation and management of HAL projects

Netlist and gate library parsing and writing

Netlist interaction and manipulation
* Interpretation of the netlist as a graph
« Allows easy traversal of the netlist

« Enables execution of graph algorithms

Boolean function handling and evaluation

Module creation and management
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UNDER THE HOOD — PLUGIN SYSTEM

C++ API allows to customize and extend HAL functionality
« The HAL core can be extended according to your requirements using C++ plugins
« Allows you to keep plugins private while still running an up-to-date HAL
« Enables interacting with the netlist, running automated detection algorithms, ...

* (Experimental) GUI support for plugin functionality

« Add your plugin functions to context menus and the toolbar

Already available: Dataflow analysis (DANA), Simulator, Pre-Processing, Parsers & Writers, ...
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UNDER THE HOOD — BOOLEAN FUNCTIONS

Out-of-the-Box Support for Multi-Bit Boolean Functions

Allows for functional analysis of word-level combinational sub-circuits
Utility functions to get Boolean functions of sub-graphs
Interpretation of LUT configurations and translation to Boolean functions

» Support for

« Arithemtic operations: AND, OR, XOR, NOT, ADD, SUB, MUL ...
« Comparison operations: EQ, ULT, SLT, ULE, SLE

« Slice, Concat, zero extension, sign extension
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UNDER THE HOOD — SMT SOLVING

Native Support for SMT Solving

» Allow to check functional equivalence of Boolean functions

« Example: verify whether a multi-bit function implements an addition

 HAL API enables interfacing with arbitrary SMT solvers
» Supported by default: z3, Boolector, Bitwuzla

* No need for conversion of Boolean functions, HAL takes care
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WHAT HAL CAN AND CANNOT DO FOR YOU

Framework to provide functionality to analyze HAL is not a one-click solution

netlists
 HAL provides functions to analyze netlist,

« Parsing of netlists and gate libraries but does not do the analysis for you

» Core features provides functions to interact
with netlist

« Boolean function support (including SMT/SAT
integration)

« Simulation support

* Plugin system to automate certain tasks
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