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INTERDISCIPLINARY RESEARCH TEAM

Psychology Squad Security Squad
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THE HRE PROCESS
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HUMANS DRIVE HRE

Chemist icon by monkik on Flaticon

Research Gap: Human factors influencing HRE 
success remain poorly understood
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HUMAN FACTORS RESEARCH IN RE

“Reverse engineering of Boolean functions
= a special kind of problem solving”

Votipka et al. “An Observational Investigation of 
Reverse Engineers' Processes.” USENIX Security 
Symposium (2019).

Mantovani et al. “RE-Mind: a First Look Inside the Mind of a Reverse Engineer.” USENIX 
Security Symposium (2022).

Lee & Johnson-Laird “A theory of reverse engineering and its application to Boolean systems” Journal of Cognitive Psychology (2013).
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PROBLEM SOLVING IN HRE

Initial State
e.g., unknown netlist

Goal State
e.g., find 
components of 
interest

Selection of actions and operators
e.g., problem-solving strategies

Influenced by
- Expertise
- Cognitive abilities
- …

Problem solving = essential cognitive ability and key competence that enables 
persons to solve (complex) situations

No immediate/routine 
solution available

Funke et al., 2018

Ericsson et al., 1995
Sternberg et al., 1982
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INITIAL WORK: A “COGNITIVE VIEW” OF HRE
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RESEARCH ENVIRONMENT: HAL

Training icon by Eucalyp on Flaticon

3-month
HRE course

Practical HRE task in the open 
hardware analyzer „HAL“

Behavioral log files and 
executed scripts
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SELECTED RESULTS (COGNITIVE FACTORS)

Disclaimer: only descriptive analysis; further research needed!
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FROM QUALITATIVE TO QUANTITATIVE 

HRE Experts

HRE Non-Experts
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Research so far

Current scope

● Qualitative models
● First small-sample indications

● Quantitative models
● Needs larger sample sizes
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HRE SIMULATION: REVERSING GAME
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HRE SIMULATION: COGNITIVE FACTORS

corr. = -.33
n = 51

corr. = -.33corr. = -.33

● Observations corroborate findings from the prior study

● Test bed for future cognitive factors research



Challenges and Opportunities
for practical applications
and further research
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“OFFENSIVE” SECURITY

Intuition
Ingenuity
Decision Making

Guidance

Difficult 
problems

Number crunching
Repetitive tasks

Pattern recognition

● More efficient(ly usable)
HRE tooling

● Human-in-the-loop technology
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DEFENSIVE SECURITY

● Current obfuscation: based on 
algorithmic complexity

● What if we add a cognitive 
complexity component?

● Cognitive obfuscation: protecting 
intellectual property by impeding 
human sensemaking

Source: www.constructionknowledge.net
Thanks @ Max Hoffmann
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WE WANT YOUR INPUT!

We’re interested in …
• … exchange of ideas with experts
• … volunteers for our studies

• … the relevance of hardware obfuscation (and, 
on the other side of the same coin, hardware 
Trojans) for the industry

• … real-world netlists & problem settings



THANK YOU
For your attention!

Please contact us: 
Steffen.Becker@rub.de and 
Rene.Walendy@rub.de


